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Deepfake technologies, Gen AI risks, rewards, tradeoffs
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Deepfakes and 

social engineering 

bots
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CEO impersonation for financial 
fraud 
https://www.forbes.com/sites/thomasbrewster/2021/1
0/14/huge-bank-fraud-uses-deep-fake-voice-tech-to-
steal-millions/?sh=1a968bc27559

Europol warning use in organized 
crime
https://www.europol.europa.eu/media-
press/newsroom/news/europol-report-finds-deepfake-
technology-could-become-staple-tool-for-organised-
crime

Check Point Research on GAI and 
Deepfakes
https://research.checkpoint.com/2023/elections-
spotlight-generative-ai-and-deep-fakes/

CISA
https://media.defense.gov/2023/Sep/12/2003298925/
-1/-1/0/CSI-DEEPFAKE-THREATS.PDF

Deepfake warnings

https://www.forbes.com/sites/thomasbrewster/2021/10/14/huge-bank-fraud-uses-deep-fake-voice-tech-to-steal-millions/?sh=1a968bc27559
https://www.forbes.com/sites/thomasbrewster/2021/10/14/huge-bank-fraud-uses-deep-fake-voice-tech-to-steal-millions/?sh=1a968bc27559
https://www.forbes.com/sites/thomasbrewster/2021/10/14/huge-bank-fraud-uses-deep-fake-voice-tech-to-steal-millions/?sh=1a968bc27559
https://www.europol.europa.eu/media-press/newsroom/news/europol-report-finds-deepfake-technology-could-become-staple-tool-for-organised-crime
https://www.europol.europa.eu/media-press/newsroom/news/europol-report-finds-deepfake-technology-could-become-staple-tool-for-organised-crime
https://www.europol.europa.eu/media-press/newsroom/news/europol-report-finds-deepfake-technology-could-become-staple-tool-for-organised-crime
https://www.europol.europa.eu/media-press/newsroom/news/europol-report-finds-deepfake-technology-could-become-staple-tool-for-organised-crime
https://research.checkpoint.com/2023/elections-spotlight-generative-ai-and-deep-fakes/
https://research.checkpoint.com/2023/elections-spotlight-generative-ai-and-deep-fakes/
https://media.defense.gov/2023/Sep/12/2003298925/-1/-1/0/CSI-DEEPFAKE-THREATS.PDF
https://media.defense.gov/2023/Sep/12/2003298925/-1/-1/0/CSI-DEEPFAKE-THREATS.PDF
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Generative AI explosion with OpenAI and ChatGPT LLM 3.5 and LLM 4
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Key terminologies in AI

Artificial 
Intelligence

Machine 
Learning

Deep 
Learning

Generative 
AI

Machine that mimics human intelligence 

and behavior

Machine that learns from the data 

automatically w.r.t. a particular task 

and performance measure

Subset of ML, learning happens 

via algorithms inspired by neural 

networks in the human brain 

Subset of DL, creating new 

content from existing ones using 

advanced algorithms 
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Generative AI ontology

Creative Commons public domain
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Creative Commons public domain

Categories and platforms
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Risk, rewards, tradeoffs

BIAS: ChatGPT is trained on a 

large amount of text data, which 

can contain biases, stereotypes, 

and offensive language. ChatGPT 

may perpetuate them in its 

responses and has potential to 

manipulate the user.

SAFETY: ChatGPT is not good 

for decision making. There is risk 

its responses will be inappropriate 

for crisis management or 

healthcare decisions.  

ZERO EMPATHY: ChatGPT is an 

AI language model and lacks the 

ability to empathize with users. 

This may result in responses that 

are impersonal or unsympathetic, 

which could negatively impact 

user experience.

ETHICS BYPASS: ChatGPT API 

with third party software 

(Telegram) uses OpenAI’s GPT-3 

model and can circumvent 

ChatGPT ethics.

TIME SAVINGS: ChatGPT can generate responses quickly and efficiently, 

which can save time for both the user and the company using the technology.

CUSTOMIZATION: ChatGPT can be customized to fit the needs of the user, 

allowing for a personalized experience that can improve customer satisfaction 

and engagement.

SCALE: ChatGPT can handle a large volume of interactions at once, making 

it an effective solution for companies that need to handle high volumes of 

customer inquiries.

Micki created with 

DALL-E and ChatGPT

FRAGILE: ChatGPT requires 

extensive training to function 

effectively, which can be time-

consuming and expensive for 

companies.

CONTEXT PROBLEMS AND BAD 

FOR DECISION MAKING: ChatGPT 

can generate responses based only 

on the information it has been given, 

it cannot understand the full context 

of a situation. This can lead to 

inaccurate or inappropriate 

responses.
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Corporate, defender, adversary perspectives



11©2024 Check Point Software Technologies Ltd. 

The battle of AI
DEFENDER

Check Point has 40+ AI  

threat engines in prevention 

first architecture with 

ThreatCloud AI

Effective and efficient for 

Malware DNA genotyping,  

identification and blocking

Helps SOC analysts see 

attack vectors and landscape

Aid write and test good 

software code

Fix bugs in source code

Auto-write cybersecurity 

policies and controls based 

on GRC framework(s)

Gamify cybersecurity training

ADVERSARY

Check Point Research saw 

major attacks created by 

ChatGPT since its inception

Create Deepfakes and bots

Malware writing for dummies 

(joke)

Phishing email creation for 

dummies (again a joke)

Easy to identify attack 

landscape based on 

vulnerabilities and find exploits 

to match (multiphased attacks)

Circumvent AI ethics of LLM 

GPT by using API with 

Telegram or other software 

integration

Micki created with DALL-E
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FraudGPT Copycat hacking tool uses ChatGPT to create copycat tools for cyberattacks. 

Subscription based, seeks to use GAI for breakout attacks. $200 per month, up to 

$1,700 a year. Estimated 3000 users as of end of JUL 2023.

WormGPT

*active 

favorite

WormGPT leverages GPT LLM with specific focus on sophisticated phishing 

and spear phishing campaigns for business email compromise (BEC). 

Creates strategic and very convincing fake emails for use in large scale 

phishing and malware campaigns.

PoisonGPT For generating and spreading fake news and fake data regarding historical 

events. Used to manipulate, destabilize, and sway public opinion.

WolfGPT Python-built alternative to ChatGPT. Superior evasion capabilities and the 

possibility to generate malicious content and advanced phishing attacks.

Evil GPT Python based alternative to WormGPT. 

DarkBART Hackers are using to create sophisticated phishing campaigns, exploit  

vulnerabilities, create and spread malware. 

XXXGPT 

**fake news?

Offers hackers malicious subscription services from malware to botnets, 

RATs, infostealers, key loggers, and cryptostealers.

DarkBERT Criminal/cybercriminal GPT-based chatbot training on Dark Web. Based on 

Google Bard, uses Google Lens for images to create “criminal underground” 

knowledge base of cybercriminal and criminal TTPs. 

Adverary use of Gen AI
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Protect your data

Micki Boland created with DALL-E

DATA PRIVACY: API endpoint exposed by OpenAI 

should not retain or save any part of training data 

provided to it as part of the model fine-tuning/training 

process. No third party has access to the data shown 

to the model as a part of the training prompt by 

providing any kind of input to the exposed API 

endpoint.

DATA RETENTION AND LEAKAGE: has a default 

“data retention” period which requires the model to 

keep the training data for detect/prevent misuse of 

the API capabilities. Corporate custom data privacy 

agreements this retention period can be adjusted. 

Requires Mutual MOU then data will be scrubbed 

from the OpenAI systems. Protect data leakage by 

creating OpenAI data and model silos. OpenAI will 

simply silo off the requests/asks data independent of 

retention period, third parties will never have access 

or be able to extract your data by providing any input 

to the API.
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ChatGPT says?
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What does your LLM say 

about data privacy and 

security

A Comprehensive Overview of

Large Language Models 

Humza, et al

arXiv:2307.06435v5 [cs.CL] 2 Nov 2023

https://arxiv.org/pdf/2307.06435.pdf

https://github.com/humza909/LLM_Survey

https://arxiv.org/pdf/2307.06435.pdf
https://github.com/humza909/LLM_Survey
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NIST released on 26 

JAN 2023 a 

42 page Artificial 

Intelligence Risk 

Management 

Framework 

(AI RMF 1.0) and AI 

Risk Management 

Playbook

https://www.nist.gov/itl/ai-risk-

management-framework

https://nvlpubs.nist.gov/nistpubs/a

i/NIST.AI.100-1.pdf

NIST AI RMF v1.0

https://www.nist.gov/itl/ai-risk-management-framework
https://www.nist.gov/itl/ai-risk-management-framework
https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.100-1.pdf
https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.100-1.pdf
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v1.1 is available

https://owasp.org/www-project-top-10-

for-large-language-model-applications/

https://owasp.org/www-project-top-10-

for-large-language-model-

applications/assets/PDF/OWASP-Top-

10-for-LLMs-2023-v1_1.pdf

OWASP top 

10 LLM risks

https://owasp.org/www-project-top-10-for-large-language-model-applications/
https://owasp.org/www-project-top-10-for-large-language-model-applications/
https://owasp.org/www-project-top-10-for-large-language-model-applications/assets/PDF/OWASP-Top-10-for-LLMs-2023-v1_1.pdf
https://owasp.org/www-project-top-10-for-large-language-model-applications/assets/PDF/OWASP-Top-10-for-LLMs-2023-v1_1.pdf
https://owasp.org/www-project-top-10-for-large-language-model-applications/assets/PDF/OWASP-Top-10-for-LLMs-2023-v1_1.pdf
https://owasp.org/www-project-top-10-for-large-language-model-applications/assets/PDF/OWASP-Top-10-for-LLMs-2023-v1_1.pdf
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SANS 2023 report only 50% 

organizations test their API!

Crucial! developers enriching 

API with LLM inventory and 

diagram out and API security 

test:

1. business use cases

2. logic flows

https://owasp.org/API-

Security/editions/2023/en/0x11-t10/

OWASP Top 10 API risks

API security please!

https://owasp.org/API-Security/editions/2023/en/0x11-t10/
https://owasp.org/API-Security/editions/2023/en/0x11-t10/
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TTPs adversarial use of AI, incorporated into MITRE ATT&CK Framework!
https://atlas.mitre.org/

MITRE ATLAS

https://atlas.mitre.org/
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THANK YOU!
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Check Point cybersecurity use cases for Gen AI, LLM, API
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Check Point cybersecurity for Gen AI, LLM and API

LLM and Generative AI Platforms Guardrails

- Quantum Application Control and URL Filtering

- URLF category for Artificial Intelligence: Application Signatures for Google Bard, ChatGPT, 
Microsoft Bing

- CloudGuard Network Security, CNAPP including SHIFTLEFT and CWP

Data Leak Protection over LLM 

- Quantum and Harmony Connect DLP and Content Awareness to prevent leakage of sensitive 
data to GAI, add Harmony Mobile

API Security

- AppSec with schema validation

Impersonation fake .ai websites, phishing, watering holes and drivebys

- ThreatCloud AI, Threat Prevention AB, AV, IPS, DNS Reputation, DNS security, DGA

- Harmony Endpoint and Browser
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Check Point cybersecurity for Gen AI, LLM and API

Check Point Quantum and Harmony Connect Data Loss prevention or Content Awareness to 
prevent leakage of sensitive data to Generative AI applications like chatGPT and Google Bard.

Create a security rule policy for Generative AI Applications and your sensitive data.

Video showing DLP for ChatGPT

https://community.checkpoint.com/t5/General-Topics/Preventing-leakage-of-sensitive-and-
confidential-data-to/td-p/184234

https://community.checkpoint.com/t5/General-Topics/Preventing-leakage-of-sensitive-and-confidential-data-to/td-p/184234
https://community.checkpoint.com/t5/General-Topics/Preventing-leakage-of-sensitive-and-confidential-data-to/td-p/184234
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Check Point cybersecurity for Gen AI, LLM and API

Test Tools

Building lab/test environments/tools: Kali, Burp Suite, FoxyProxy, Postman, 
OWASP Zap, Google hacking, Shodan, Wfuzz

Passive recon for finding exposed endpoints, fuzzing, detecting anomalies

LLM hacking, evasion, data exposure testing and demonstrate protections

API hacking schema (RESTful), misconfigurations, rate limiting, data exfil SQL 
and NoSQL injection, cross-API (XAS), cross-site scripting (XSS), and 
demonstrate protections



25©2024 Check Point Software Technologies Ltd. 

Check Point cybersecurity for Gen AI, LLM and API

AWS VPC and EC2 instances, containers, functions

AWS Bedrock

Check Point Security Management 

CloudGuard NGTP Gateway ingress / egress protection

Test AWS Linux box with these tools: Kali, Burp Suite, FoxyProxy, Postman, OWASP Zap, Shodan, Wfuzz

Kong API Gateway

Openappsec agent deployed on Kong Gateway for API discovery, bot protection, schema validation, rate 
limiting

OpenAI API key for API

OpenAI ChatGPT 3.5 and test 4

CloudBot (for swarm SNS notifications)

GitHub new repo

Harmony Mobile for test devices using Slack 



26©2024 Check Point Software Technologies Ltd. 

Check Point cybersecurity for Gen AI, LLM and API
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Real world ML process
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https://aws.amazon.com/blogs/devops/deploy-and-manage-openapi-swagger-restful-apis-with-the-aws-cloud-development-kit/

Use case AWS and OpenAPI (Swaggerhub) integration
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https://medium.com/globant/integrating-chatgpt-api-with-aws-config-eb76337a23b3

https://github.com/4l3j4ndr0/aws-config-chatGPT

Use case AWS and OpenAI 
Slack Chatbot integration

https://medium.com/globant/integrating-chatgpt-api-with-aws-config-eb76337a23b3
https://github.com/4l3j4ndr0/aws-config-chatGPT
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https://aws.amazon.com/blogs/compute/implementing-an-event-driven-serverless-story-generation-application-with-

chatgpt-and-dall-e/

Use case AWS and ChatGPT API integration sgtory 
application with Lambda schedule
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https://community.aws/posts/build-generative-ai-applications-with-amazon-bedrock

Use case AWS Bedrock AI retrieval augmented generation 
(RAG) 
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Check Point Research and CISO podcast resources
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Check Point Research (CPr)

• cp<r> blog for technical and research publications. 

• Live Threat Map - online

• Weekly threat intelligence reports

cp<r> or subscribe 

• Biannual “Cyber Trend Report”

cp<r> or publications (look for the interactive)

https://research.checkpoint.com/
https://threatmap.checkpoint.com/
https://research.checkpoint.com/intelligence-reports/
https://research.checkpoint.com/subscription/
https://research.checkpoint.com/
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Check Point Research (CPr)

• CP corporate blog for “monthly top 

malware”and other reports and publications.

• cp<radio> podcasts

• Customized intelligence reports 

• cp<r> twitter - _CPResearch_

• CISO Secrets podcast

https://blog.checkpoint.com/
https://ucapps.checkpoint.com/techpoint/demo-point
https://twitter.com/_CPResearch_
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